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IS Research on Bots
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Salge



Back to 2013



2016



Still 2016: Major Contribution

Implications of Bots for Research Validity



2016-2018

•Automated accounts in online social networks (Morstatter, 

Wu, Nazer, Carley, & Liu, 2016)

https://www.c-span.org/video/?436454-1/facebook-google-twitter-executives-testify-russia-election-ads 
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2019: First IS Journal Publication on Bots



2020: A Decade of Research on Bot Detection

“In the aftermath of the 2016 US elections, the 

world started to realize the gravity of widespread 

deception in social media. Following Trump’s 

exploit, we witnessed to the emergence of a 

strident dissonance between the multitude of 

efforts for detecting and removing bots, and the 

increasing effects that these malicious actors 

seem to have on our societies” (Cresci 2020, p. 1)



Number of Bot Publications by Year

Chen et al. 2022, p. 1080



2020-Now



What Have We Learned About Bots?

Detection Influence

Design



Thank You!



When and Why Accounting for Social Media 
Bots Matters to Research Validity

Analyzing Bots in Social Networks: 
Theories, Literature, Methods, and Ethics

ECIS 2024 Bots Workshop

Elena Karahanna
University of Georgia
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Social Bots are Prevalent
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When and why do we have to account for bots on 
social networks in our research?
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• Ignores presence & impact of bots

• Makes theoretical arguments that 
assume actors are human

• Interprets results 
• by referring to human actors and 

their actions 

• makes inferences about impact of 
human actions or on human 
behavior

“We found that people tend to 

upload more similar photos [on 

Flickr] around the time of the 

formation of a social tie” (Zeng 

& Wei, 2013: 72).

Unless the focus is explicitly on bots, research often
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• Research design identifies bot actors and removes 

them or accounts for their effects 

• Reasoning & effects do not depend on the human 

nature of the actor

• Effects are not influenced by bot-specific 

characteristics 

Not a Validity Concern if…..
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Bot-specific Characteristics

• Rapid Scaling 
• volume & speed

• Not limited – like humans are – in 

their ability to process information 

• Lack of emotion

• Primitive sensemaking 
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Validity Concerns

Construct Validity 
• Measures of actor-related constructs (actor 

characteristics and behaviors) are contaminated

• e.g., online community moderation 
behaviors, identifying human leaders in 
online communities based on trace data 
and social network analysis

Internal Validity

• Inferences involving characteristics and 
behaviors of human actors (or network 

measures based on these) not valid

• Obfuscates true relationships
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Checklist

• Are we interested in effects of human 
actions, characteristics, or structural 
positions?

• Are we interested in impact on human 
behaviors, preferences, attitudes etc.?

• Do our theoretical arguments hinge upon the 
humanness of actors?

• Can our theoretical arguments be impacted 
by the bots’ specific characteristics?

• Do we expect heterogeneous effects of and 
across humans and bots?

 

YES 

Research design that eliminates 
confounding effects caused by 

contamination across actor types 

- e.g.,  detect bots in the sample and 

account for their effects

NO 

Inferences, discussion & conclusions 
should avoid attributing effects solely to 

“human” actors

Redefine actors of online social networks 

to include humans, bots, and cyborgs 
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When and Why Accounting for Social Media 
Bots Matters to Research Validity

Researching Bots in Online Social Media
AoM 2022 PDW 

Elena Karahanna
University of Georgia
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Social Bots are Prevalent
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• Ignores presence & impact of bots

• Makes theoretical arguments that assume 
actors are human

• Interprets results 
• by referring to human actors and their 

actions 

• makes inferences about impact of 
human actions or on human behavior

“We found that people tend to 

upload more similar photos [on 

Flickr] around the time of the 

formation of a social tie” (Zeng 

& Wei, 2013: 72).

Unless the focus is explicitly on bots, research often
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• Research design identifies bot actors and removes 

them or accounts for their effects 

• Reasoning & effects do not depend on the human 

nature of the actor

• Effects are not influenced by bot-specific 

characteristics 

Not a Validity Concern if…..
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Bot-specific Characteristics

• Rapid Scaling 
• volume & speed

• Not limited – like humans are – in 

their ability to process information 

• Lack of emotion

• Primitive sensemaking 
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Validity Concerns

Construct Validity 
• Measures of actor-related constructs (actor 

characteristics and behaviors) are contaminated

• e.g., online community moderation behaviors, 
identifying human leaders in online 
communities based on trace data and social 
network analysis

Internal Validity

• Inferences involving characteristics and 
behaviors of human actors (or network 

measures based on these) not valid

• Obfuscates true relationships
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Checklist

• Are we interested in effects of human 
actions, characteristics, or structural 
positions?

• Are we interested in impact on human 
behaviors, preferences, attitudes etc.?

• Do our theoretical arguments hinge upon the 
humanness of actors?

• Can our theoretical arguments be impacted 
by the bots’ specific characteristics?

• Do we expect heterogeneous effects of and 
across humans and bots?

 

YES 

Research design that eliminates 
confounding effects caused by 

contamination across actor types 

- e.g.,  detect bots in the sample and 

account for their effects

NO 

Inferences, discussion & conclusions 
should avoid attributing effects solely to 

“human” actors

Redefine actors of online social networks 

to include humans, bots, and cyborgs 
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Bots as Research Tools
PDW: Analyzing Bots in Social Networks: Theories, Literature, 
Methods, and Ethics

European Conference on Information Systems

June 16th, 2024, Paphos, Cyprus

Aaron Schecter

Department of Management Information Systems

University of Georgia, Terry College of Business
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How can I be of 

service?



Data Management

Direct Data Collection

Archival Data Collection

What are the major uses?
• Webcrawling

• Webscraping

• Participant management

• Chatbots

• Experimental manipulation

40

Theorizing? Analysis?

Not Yet…



Webcrawlers
• One of the original “bots”, webcrawlers are used 

to build maps or networks of websites based on 
content

• Webcrawlers function by visiting sites (urls) and 
identifying all embedded urls

• The crawler will then open and follow the 
embedded links

• Researchers direct the crawler by providing a set 
of seed sites – these will often shape what the 
crawler finds

• Webcrawlers can help reconstruct the connections 
between sites, and may potentially download the 
content of each visited url 

41



Webscrapers
• Unlike webcrawlers, which are oriented towards following links, webscrapers directly 

pull content from sites

• Webscrapers access the HTML (or other markup languages) to pull specific 
information according to user queries

• Scraping can also be accomplished by accessing a website’s API (application 
programming interface)

42



Webscrapers
• One way to automate webscraping is to use robotic process automation (RPA)

• These process “bots” can carry out tasks based on human-defined patterns

• Tools such as UiPath can enable researchers to conduct webscraping at enormous scale 
in a low-code environment

43



Bots for Managing Participants
• Bots – particularly on social media – can be used 

to recruit and/or follow up with participants

 Can be used in experiments (e.g., to identify accounts 
and send invitations)

 Can be used for survey research (e.g., follow up with a 
participant list)

• The researcher can build a bot that searches for 
users based on keywords or hashtags they use in 
their posts, or based on account details

• Bots can be designed to carry out specific actions 
are specific times; this could allow researchers to 
send automated reminders

44
Credit: https://digitalinspiration.com/docs/twitter-bots/add-to-

twitter-lists 
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Bots for Experimental Manipulations
• In contrast to bots that “manage”, 

researchers can design bots that actively 
engage with the target population 

• They can do this directly by sending 
messages to users on the network or tagging 
them in posts

• They can do this indirectly by joining 
conversations (e.g., using a trending 
hashtag) or by amplifying certain messages 
(e.g., by reposting)

• The intent of these bots is to apply a 
treatment to a select population and elicit a 
treatment response

45



Chatbots

• A chatbot is essentially an interface 
through which a user communicates 
with the bot
 The bot can be preprogrammed to give 

certain responses based on specific queries

 The bot can use varying degrees of natural 
language processing to both i) parse 
unstructured user inputs, and/or ii) 
provide unique responses

• Chatbots can be used to scale up 
interview research

• Chatbots can be used to uncover 
potentially sensitive information from 
individuals 

46

Credit: https://towardsdatascience.com/develop-a-conversational-ai-bot-in-4-

simple-steps-1b57e98372e2?gi=f4246ad442ff
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Chatbots

• Bots can also be used as virtual 
teammates to help scale up small 
group research

• Organizational realities suggest we 
will be working with bots in some 
form in the future – how do we test 
the effects?

• Prior work has used primarily 
wizard of oz methods, simulations, 
or hypothetical cases

• Advancements in chatbot technology 
can now make a conversational 
agent more realistic and easier to 
deploy at scale

47Credit: http://disneyexaminer.com/2016/06/03/i-talked-to-judy-hopps-on-facebook-messenger-and-

she-trained-me-to-be-a-zpd-officer-imperson-chatbot/



Words of Caution
When you collect archival data at scale, there will be missing 
values, outdated information, or incomplete collection

When bots are deployed on social media sites, they are often 
influencing people without their informed consent (even though 
the IRB approved)

Chatbots can go off the rails (looking at you Tessa and Tay)

Bots – like all algorithms – simply encode the choices of their 
creator; if you are making biased choices, the results will be 
biased!

48



Takeaways
• Bots can be used for research to collect data on the internet at scale

• Bots can be used to recruit, manage, and communicate with study 
participants

• Bots can deliver experimental treatments to a large population

• Bots can engage in conversation with participants, aiding 
interviews, disclosures, and even collaborative tasks

49





Designing Bot Experiments

ECIS 2024

Salge



Designing Bot Experiments

•Experiments with bots are already happening and here to stay

•The operative question now becomes, how to do them well? 

• That answer depends on two factors







Role of Bots in Experiments

•Treatment delegators

•Treatment exposers

•Bots as experimental units

•Bots as the treatment



Bots as “Treatment Delegators”

•Manage the process that determines which units receive 

which treatment and when

56



Bots as “Treatment Exposers”

•Expose units to different treatments
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Bots as “Treatment Exposers”

58



Bots as “Experimental Units”

•Receive and respond to different treatments

59



Bots as “Experimental Units”

60



Validity Concerns

•How do bots alleviate or exacerbate validity 

concerns?

• Internal validity

• External validity

• Construct validity

• Statistical conclusion validity

• …
(Shadish 2002)



Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Internal Validity NA

Statistical 

Conclusion Validity
NA

Internal Validity 

Construct Validity

External Validity 

Internal Validity



Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Delegator

Internal Validity NA

•… ambiguous temporal precedence by 

logging the process that determines which 

units receive which treatment



Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Exposer

Statistical 

Conclusion 

Validity

NA

•… unreliability of treatment 

implementation and extraneous variance 

in experimental setting by standardizing the 

actions taken to expose units to treatments



Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Unit

Internal 

Validity

•… regression and attrition by synthesizing, 

controlling, and normalizing the units 

receiving and responding to treatments



• … confounding, reactive self-report changes, 

reactivity to the experiment situation, 

compensatory equalization and rivalry, resentful 

demoralization, and treatment diffusion for the 

same reasons

Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Unit

Construct

Validity



•… taking a test once will influence scores 

when the test is taken again. Practice and

familiarity could be mistaken for treatment 

effects

Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Unit

Internal 

Validity



Role
Alleviates 

concerns of…

Aggravates 

concerns of…

Treatment 

Unit

External 

Validity

•Can we really trust the results of bot 

experiments to generalize to human 

experiments?



Mitigating Strategies (#1)

•Experiment with newly developed LLM bots, which, by 

nature of training and design, are computational models of 

humans (Horton 2023)
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Mitigating Strategies (#2)

•Fine-tune LLM bots for the context of interest before the 

experiment 

• Horton (2023) endowed bots with a “point of 

view” to replicate a social preferences 

experiment

70



Mitigating Strategies (#3)

•Perform a set of robustness checks after the experiment to 

validate design

71

# Robustness Checks

1 Illustrate that bot activity is in line with fine tuning

2

Run the same experiment with different bots and 

show inconsistencies are due to suitable design 

choices

3

Compare results against those of prior studies with 

humans (or even a small new experiment) and show 

they are qualitatively the same



A Note

•While the concern of external validity is crucial for those 

leveraging bots to indirectly study humans, some scholars are 

actually interested in studying bots (Salge et al. 2022)
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Designing Bot Experiments

•Bot experiments are already happening

•We can do them well by choosing roles for bots, and given 

these, designing experiments that minimize validity 

concerns



Thank You!



Bots 
Archeology 
Uncovering The 
Layers of Digital 
Assistants

Dr. Lior Zalmanson

Coller School of Business

Tel Aviv University



This is the Gendalf 
AI game

• The idea is to make the bot 
“give you” the password.

• Each level it gets more 
complicated and requires 
some understanding of the 
bot’s configuration
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Opinionated 
language model

Embedded into a writing assistant 
in a discussion on social media

1,500 participants
write their opinion

and complete an 
attitude survey

500 see no suggestions 

500 see suggestions arguing 
social media is good

500 see suggestions 
arguing that social media 
is bad

500 crowdworkers
evaluate their posts

Co-Writing with Opinionated Language Models Affects Users' 
Views
Maurice Jakesch, Advait Bhat, Daniel Buschek, Lior Zalmanson, Mor Naaman

80



53% 18%

36% 28%

25% 45%

8%

11%

7%

−50% −25% 0% 25% 50% 0%

Model opinion:
Social media is bad

Control group:
No model suggestions

Model opinion:
Social media is good

Social media is bad for society ...is both good and bad

Social media is good for society Sentence argues neither

% (Opinion labels) of post sentences labeled by independent judges

Written opinion in participants' social media post
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53% 18%

36% 28%

25% 45%

8%

11%

7%

−50% −25% 0% 25% 50% 0%

Model opinion:
Social media is bad

Control group:
No model suggestions

Model opinion:
Social media is good

Social media is bad for society ...is both good and bad

Social media is good for society Sentence argues neither

% (Opinion labels) of post sentences labeled by independent judges

Written opinion in participants' social media post



41% 26%

33% 35%

25% 45%

***

**

Model opinion:
Social media is bad

Control group:
No model suggestions

Model opinion:
Social media is good

−60% −30% 0% 30% 60%

Survey response No Neutral Yes

% (Responses) to "Would you say social media is good for society?"

Survey opinion after interacting with opinionated model

82

Brackets indicate significant opinion differences at the **p<0.005 and ***p<0.001 level.



Understanding the notion 
of (archeological) layers
• Stratification: Layers are built one on top of the 

other
• Temporal Sequence: Each layer, at a certain 

point, was the topmost layer, representing the 
most recent period of human activity

• Distinct Characteristics: layers can vary in 
composition and content

• Results of Cultural and Natural Processes: 
Layers are created due to human mad as well as 
natural progression

• Contextual Evidence: Each layer can help 
interpret the function and significance of the 
artifacts found within it



Let's look at an example of a language model bot 
that enhances a worker's research by using layers

“Original” Model – The result of the original pre-training

Configuration based on Reinforcement Learning (Moderated Version)

Organizational Level Customization and Domain Specific Training

Task Specific Adaptations (By the worker)



People using the different layers do not 
usually see the “whole picture”



In our new research on LLM on newsrooms  
Goldstein, Ashuri and Zalmanson find…

Journalists are using LLMs to regain a sense of epistemic 
authority- the authority that stems from access to unique 
knowledge

We document practices by editors in which they create 
“specialized bots” which they engineered as very apt journalists 
(adding ethics, adding journalistic methods)

The editors are providing these “improved bots” to the journalists 
– and ask them to use it as “base product”



Unwrapping and Excavating – 
A new exciting challenge for the research? 



Excavation as Analysis





“Digging” 
Into Bots

Could prove important for both research and 
policy making

Relates to research around the challenge of 
transparency and explainability –(transparency 
of which layer, exactly?) 

Could uncover power structures, conflicts in 
regards to ownership,  issues of accountability
Help us map stakeholder roles, influences, and 
potential biases 



Thank you! 

(Uncover the truth for yourself!)



RSM - a force for positive change Anna Priante- RS M | Erasmus University

Ethics of bots or bot ethics?

ECIS 2024 – PDW “analyzing bots in social networks: theories literature methods and ethics”

Sunday, 16th June 2024
Dr. Anna Priante



Source:  The 
Guardian



Anna Priante - RSM | Erasmus Univers ity

THE ISSUE OF ETHICAL AND TRUSTWORTHY BOTS IS 
AT THE TOP OF MANY ORGANIZATIONS, BUT ALSO 
SOCIETAL DEBATES.

IF WE BELIEVE THAT BOTS CAN HELP US BY “DOING 
GOOD”, ADDRESSING THE ETHICS INVOLVED IS THE 
WAY TO US GET THERE.



Anna Priante - RSM | Erasmus Univers ity

GOOD BOTS

• Chatbots

• Crawlers

• Transactional bots

• Informational bots

• Entertainment bots: Art bots, Game 
bots

• Search engine bots

• Social network bots

• Aggregator bots

• …more 



Anna Priante - RSM | Erasmus Univers ity

GOOD BOTS

A good bot is a bot that 

- “performs a helpful or useful task for 
the user and is not detrimental to a 
user’s experience” – positive 
augmentation

- ”can do go, for example, promoting 
well-being, accessibility, education, 
mental health, and environmental 
protection.” – bots for social good

- “is built with good intentions” – 
positive design intent

- “does not damage or worsen the user 
experience” – defining as not a ‘bad 
bot’

What makes a bot a good bot?



Anna Priante - RSM | Erasmus Univers ity

WHERE TO DRAW THE LINE?

“good” bots can still be exploited and used by “bad” actors and used for malicious purposes

Bots could help 
and support you, 
but it also steal 
your data and call 
you by name.



Anna Priante - RSM | Erasmus Univers ity

• Hackers

• Spammers

• Scrapers

• Impersonators

• DDos bots

• …more?

BAD BOTS



Anna Priante - RSM | Erasmus Univers ity

Bad bots have become 
increasingly sophisticated.

Bad bots can steal data, can lie, 
break into user accounts, share 
misinformation, submit junk data 
through online forms, spread hate 
or rage.

BAD BOTS



Anna Priante - RSM | Erasmus Univers ity

BOTS START MIMICKING 
HUMAN BEHAVIOR…OR 
WHEN THINGS CAN GET 
UGLY WHEN THEY DON’T 
GO AS PLANNED

UGLY.. BOTS?



Anna Priante - RSM | Erasmus Univers ity

TAY CHATBOT

After just 16 hours, Tay was 
removed from the internet 
after her jovial exchange 
turned into insults, sexism 
and racism after being 
“corrupted” by twitter trolls. 
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The lesson Microsoft learned the 
hard way is that designing 
computational systems that can 
communicate with people online 
is not just a technical problem, 
but a deeply social endeavor. 
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• Acting on the problem:
• Bot  detection
• Bot mitigation
• Bot management
• Cybersecurity
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• Acting on the problem:
• Bot  detection
• Bot mitigation
• Bot management
• Cybersecurity

• Acting before the problem
• Ethics principle for bots design
• Minimize the risks
• Meet societal norms
• Abide to legal frameworks
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(Salge and Berente 2017)

BOT ETHICS – (UN)ETHICAL AND (IL)LEGAL
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• What a bot makes a 
harmful decision, there is a 
lot on on enforceability and 
culpability…

• What about rephrasing on 
defining accountability?

• Bot platforms
• Developer/programmer

• In the case of Tay, Microsoft 
or the people who taught 
Tay how to generate racist 
statements? 
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MAXIMIZE THE GOOD,
    MINIMIZE THE BAD,
        AVOID THE UGLY.

• Centering the discourse on human-bot 
interaction?

• If yes, what ethical principles for human-bot 
interaction



Panel

Irina Heimbach
Otto Beisheim School of 

Management

Aaron Schecter
University of Georgia

Elena Karahanna
University of Georgia

Lior Zalmanson
Tel Aviv University

Carolina Salge
University of Georgia

Anna Priante
Rotterdam School of Management
Moderator



Thank you!

ECIS PDW – Analyzing Bots in Social 
Networks: Theories, Literature, Methods, 
and Ethics
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